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The "Schrems II" decision of the 
European Court of Justice (ECJ): 
"Privacy Shield" between EU and USA 
invalid - what now applies to international 
data transfers?

On 16 July 2020, the ECJ published the long-awaited 

decision in the "Schrems II" case (press release and full 

text). While the ECJ declared the "Privacy Shield" deci-

sion invalid, the use of EU standard contractual clauses 

(SCCs) to secure data transfers to third countries remains 

possible under certain conditions.  
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https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200091en.pdf
https://noyb.eu/files/CJEU/judgment.pdf
https://noyb.eu/files/CJEU/judgment.pdf
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In its decision, the ECJ declared the Privacy Shield Agreement between the EU and the USA 

invalid. According to the judges, this agreement does not sufficiently protect personal data 

in the USA from access by US authorities. This possible access to personal data by US au-

thorities is disproportionate and not limited to what is absolutely necessary. Therefore, the 

level of data protection provided by the Privacy Shield could not be assessed as equivalent 

to the EU General Data Protection Regulation (GDPR). Moreover, the ombudsman mecha-

nism was not sufficient to provide EU citizens with an adequate legal remedy.

The use of SCCs to secure data transfers to third countries may, however, still be allowed 

under the judgment. The ECJ explicitly emphasizes that when using SCCs, data exporters 

and recipients must check in advance whether the required level of data protection can be 

maintained in the third country in question. If this is not the case, the parties must suspend 

the data transfer and withdraw from the SCCs. Combining this argumentation with the jus-

tification for the suspension of the privacy shield, SCCs may not justify a data transfer to 

the USA (or other countries where the authorities have extensive access rights to personal 

data) in its current form.

The case was brought before the ECJ by the Irish High Court after Austrian lawyer Max 

Schrems had filed a lawsuit against Facebook‘s data transfers to the USA. Max Schrems 

is a well-known Austrian data protection activist, whose lawsuit had already initiated the 

"Schrems I" ruling in October 2015. In this case, the ECJ had declared the then valid Safe  

Harbour Agreement between the EU and the USA invalid. As a result of the ruling, the USA 

and the EU put the Privacy-Shield Agreement into force, which has now also been declared 

invalid on similar grounds.

With the GDPR, the EU member states have created a uniformly high data protection stan-

dard. To ensure that personal data within the scope of the GDPR (EU/EEA) is also protected 

accordingly when data is transferred to a location outside the EU/EEA, the GDPR provides 

for certain safeguards under which personal data may be transferred to such third coun-

tries. An exception is made for those countries for which the EU Commission has determi-

ned that the level of data protection there is comparable to that in the EU. This decision 
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in relation to the Privacy Shield has now been declared invalid. In addition to the SCCs un-

der Art. 46 GDPR, which are still possible under certain conditions, companies or groups of 

companies also have the option of creating binding corporate rules under Art. 47 GDPR. 

The ECJ ruling is very unsatisfactory for companies, although an international exchange of 

personal data on the basis of SCCs remains possible. However, the SCCs offer only a low le-

vel of legal certainty, as the parties themselves remain responsible for compliance with the 

rules of the SCCs in the respective third country. If the EU Commission does not manage to 

oblige the USA to comply with corresponding standards, the possibilities for companies are 

very limited. Thus, the ruling creates a great deal of legal uncertainty for companies.
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Summary and  

Recommendations 

Companies should take the following measures in the short term:

	» Privacy shield: In any case, companies should examine the extent to which they 

or their appointed processors transfer data to the USA on the basis of the Privacy 

Shield alone. Companies must in any case introduce other mechanisms.

	» Review and, if necessary, extend SCCs: If companies use SCCs without any 

further review and, if necessary, additional regulations, they risk that data trans-

fers that are not compliant with the GDPR. Particularly for data transfers to the 

USA, there is a considerable risk that a supervisory authority may consider the 

SCCs to be an inadequate safeguard. Additional safeguards can be provided by 

amendments to the SCCs, for example, by wording that obliges the recipient to 

use all permissible legal remedies against access by authorities. 
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